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utils.go
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1. BRRBSTEEFKS

2. BREFREYEgoogleBHIIIES. BLERF,AA
3. RIERSBHRIPEFRARMPEBE
4. FARBREIG 1R
EORE
1. APl
2. BRI post jsont&t
3. BRI R/ NS EMAL
4. FERZEE: RSA IEXFRNE A TIERRZE, BEKR. MEEFEMNEENSHTTEHTERR

ik

#AinAA
F&RAIEIMINBNHRE (RSA) W5 EOMBIBHTIRE,

o EFMAEE BUTAMIBITER, B EKRAPEONEREFIMAXBERSE #1T7i0
=,

o BN BETRMNBITER, FeERBFEREEENEF QHHITRE.
o FEVH BPNREBNMNEEEREFEEERNTFa A TEREsignatureFER,

RSAZ(HT R

{EARSANNZR(BEA E 10244, B AR T PKCSH#H8 A =) I 2R

T Etbhtb: http://web.chacuo.net/netrsakeypair


http://web.chacuo.net/netrsakeypair

TEEMA:

NPLEZE, FEXEZTT, AUSZEIR

http://www.txttool.com/WenBen_StrCompress.asp

Far#, BREOMNBENERFRER

CBWPAE MIGIMAOGCSAGSIb3DQEBAQUAA4GNADCBIQKBIQC+L3UpCBOMAdeVXXLrJpSKVba+pTaqYLgilluLZfuyL tQtH+ROyOowK44nBt+qazKBYiXos8sN7HCpM+MPMZOKTfLpjhJOQfUTkveUildfMoKnKf93/b+AQH
koD14Cg2Z+nXyFppsjkeeMMXIYdF86RViteUgmhovXKHf8xJ/RKQIDAQAB

BIFPAH, BidX4s RSA TRMIEA fiAY 1024 (LA 48 BRITRLERIXE i

- BRENTB

BB AERERER, AlTmEcE.

ANz

AERRENRZEZOERHTTPIMYIIMERIRS, FHIRXAS, KAUTAHET
RSANZINZ .

RIZFIBEAEFERRKINVEIENEE M, BES M ASHENSIIRIBS IR ASCIEEM/NE]
KR (FEF), SSEE(RD valuelvalue2value3... ) HHERF RIS strX,

1. SERASCI IBMNEIKHEF (FHF)

2. XRB/E(strX), SHEIRBRIAE, A#1T URL Encode

3. signature @BEREFAN, ERERTFEAEIARN, BRI, AEHZFERMALLS


http://www.txttool.com/WenBen_StrCompress.asp

FRARAZE SRR GIDemosk T B ARIINREETE, TXIMBANI R TIFMIR
B .

BRERF R ERSFZNRGHRXATUT:

1 A

2 "orderNo":"T1685116153579",

3 "redirectUr1":"https://google.com",
4 "money":"100",

5 "phone":"01234561234",

6 "name":"tt",

7 "description":"test",

8 "callbackUr1":"http://google.com/gateway/callback",
9 "expiredPeriod":'"1440",
10 "email":"test@gmail.com",
11 "merchantNo":"5123456"
12}

FiRRERF, ARBSHERTHE BERXABTTEFERRXAS strX A:

1  http://google.com/gateway/callbacktesttest@gmail.com14405S123456100ttT168511
615357901234561234https://google.com

RBERBFERNTILE (BERERF) SRXATHITINE:

1 BIomKoPN/m@wcDQd@9zEfLNWFSbkCQCjUKZrQR+grNBM@1k7zoLFEpk/@YrYL51Qa+80A1Ch2sz
7v+15wxWfoBIE7K7Yup/dzL fgbo6Ds3QEeBANt04ki7F lwdq/+izd+bnVMt+F8PAdMOj 3ZXfw/D
AGKr7S30AUXeE5tHiEQIk=

&fa, BIERNIRXIEARFERMERIGIRX T, TBNRIZARSSNEIERX !



1 A

2 "orderNo":"T1685116153579",

3 "redirectUr1":"https://google.com",

4 "money":"100",

5 "phone":"01234561234",

6 "signature'":"BIomKoPN/m@wcDQd@9zEfLNWFSbkCQCjUkZrQR+grNBMO1k7zoLFEpk/@
YrYL51Qa+80A1Ch2sz7v+15wxWfoBIE7K7Yup/dzLfgbho6Ds3QEeBANt04ki7Flwdq/+izd+bn
VMt+F8PAdMOj3ZXfw/DAGKr7S30AUXeE5tHiEQTk=",

7 "name":"tt",

8 "description":"test",

9 "callbackUr1":"http://google.com/gateway/callback",

10 "expiredPeriod":'"1440",
11 "email":"test@gmail.com",
12 "merchantNo":"S123456"
13}

(A

A (USD)

7ERURL

e /gateway/US/payin
BERAN

e POST

e Content-Type: application/json; charset=utf-8

S
A it WNE Pl
merchantNo String = BFs (BPEe—%XEHF0O—aFEER—EF
=)
orderNo String = BFITES BfRIEE—
<=32
money String = R EE B, IFMALEL a0l 0.01



description

email

expiredPeriod

phone

callbackUrl

signature
currency
email
firstName
lastName
street

city

state
country

postcode

BRI

String
<=32

String
<=32

String
String
<=32

String
<=200
String
String
String
String
String
String
String
String
String

String

il

il

il

il

il

Ao mD AD MD AD MD AT AD AD

Pl

FAFEmail, WNRIRENAZEI, oJABEE, HBNER
BHFEE R 2 163@gmail.com, A EHtest

i BR8]

FF g, MRRENAZ, AJTUMERIOMNFIS

EE@AIUr, KBNZRLZER, RERITRRES
B L EEURLE A IR O

BERINES, PEIERSHEEEGE, RINEMN
i FlEnsEss: USD

]

&

&

R (H5E)

b

T

EZR4mh3

MR EX 4R hG

{ "merchantNo": "No123456", "orderNo": "M123456", "money": "100.01", "description":
"Test", "name": "Test", "email": "test@gmail.com", "phone": "081730013801", "callbackUrl":

"https://www.google.com",

AR [0 7745

signature":

.



{ "code": 200, "data": { "url": " fFurl", "platformOrderNo": "PS17652456173762778",
"orderNo": "T1765245611615", "description": "test", "fee": "18.0", "money": "100" }, "msg":
nn }

REISEREA

S 3 it 5RH

code int BERMRAT, FETEIRE,
2009 pLIN
HERKK

msg String BERIMA(ER

orderNo String GlaiE:A=

platOrderNo String Ealles

url String K ER B URL

money String RBERN

fee String RPFLET

description String RS

signature String FemEE, REEEY, FREFEaFEa N RE

(A9 E]

ENEACAE:
ENEACA

15KURL

e /gateway/IN/payout

BERAN



e POST

e Content-Type: application/json; charset=utf-8

S

SHB

merchantNo

orderNo

money

description
name

bankAccount

bankName

ifscCode

bankCode

email

phone

String

String

String
String

String

String

String

String

String

String

<=32

<=32

<=32

<=32

<=128

=11

<=64

<=32

ali

ali

Ao Ao

Pl

fim

el

i

Pl

fim

iEA

Wt

BFPs (BFREe—
EROL—EFEE—R
FS)

Y]

BIFPITRS BIRIEE—

REE BT, X5
FIi/)\EL 20 0.01

RS
€S PN =t
RITIKS /UPITK S
RITK S RAEF W0
81226678300000 UPI
kS8 EQER Wl
12345678xxx@indus

fRATRIR B RBUFSC
BEI4AI, UPIEFREIAR
=S

IFSC, UPIHFEIAE
=)

Mk=EKBHREE  IMPS
8 UPI

TMENEIAIMPS 81T
k= HFX

]

FiS



callbackUrl String <=200
signature String
EKRB

1 A

2 "merchantNo": "No123456",

3 "orderNo": "M123456",

4 "money": "20.18",

5 "name": "Test",

6 "bankAccount": "123456",

7

8 "feeType": 1,

9 "description'": "Test",
10 "signature": " "
11}

e N

"callbackUrl": "https://www.google.com",

Pl

i

EE@EHRUr, KA E
FIER, RETERE
BT L EEURLEA]
E[E)a-3m|



1 A

2 "responseCode": '"SUCCESS",

3 "responseMessage': "SUCCESS",

4 "orderNo": '"M123456",

5 "platOrderNo": "P123456",

6 "name": "Test",

7 "bankAccount": '"123456",

8 "money": '20000.11",

9 "fee": "5000.11",

10 "description": "test",

11 "feeType": "1",

12 "status": "0",

13 "signature": "..."

14 }
REIS £ A

SR S 13488

code int ERMECAT, FFTRIRE,

20009 AN
HERNKMK

msg String ERMNAER
orderNo String BPITRES
platOrderNo String Ealles
name String RITHFP&
bankAccount String RITKS
money String R ERN
fee String R FEETE
status String TR, O:A4MEA

&ix



=i

ETRRES

ERURL
e /gateway/query
BERAN
e POST
e Content-Type: application/json; charset=utf-8

S
A Bt WNE Al
merchant  String = BFS (BREe—XREH0L0—aEFPEE—EFS)
No
orderNo  String & BRITES
signature  String = BRINESE, REESZEY, FRRFECERNERTA
HnE, Wiz
BRI
{ "merchantNo": "S2020190027344", "orderNo": "P123456", "signature": "..." }
IR ElR 5l
{ "orderNo": "M123456", "platOrderNo": "P123456", "money": "10000.12", "fee": "10.12",
"status": 10, "message": "...", "utr": "...", "signature": "..." }
iR [E]25 253508
FER KA S
orderNo String BPITRS
platOrderNo String EFaiTES
money String RBEEN

fee String R FLETk

11



status int
message String
signature String

statusZ £ M1 AR

o RIMIRE:

o ZATRIMIR:

o JTEX:30
&iE

[=]3E

(L EIpE

KU ERE POST— &= JSON Hx\ Bl

JRZS: 10 BKIH
R 2R

Famzs, RuaEY, ERmrEe

2

E

A7

=VA:E

{ "orderNo": "M123456", "platOrderNo": "P123456", "money": "10000.12", "fee": "10.12",

nm, n n n n n n n

"status": 10, "message": , utr':

IR B S 47588

FERB it
orderNo String

platOrderNo String

money String
fee String
status int

message String
signature String

, "signature": "..." }

S
BPITES

aijes
R G BN
RGFHEE
IR7S: 10 BRIH
R iR

TamZe, RRAHE, EREFES

&

Ta

NiAfE

12



153115t IR

EEENEASELL JSON 82, WEIFKFBAEIBEREIFERSE SUCCESS . ZNKASER—ERME
BERN—R(—FH@%0 5 %), BEIAE) RS EMK XA 15S, 30s, 60s, 3m,5m, 10m, 30m, 1h

=l
Java

E IR HI
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33
34
35
36
37

38
39
40
41
42
43

package com.test;

import
import
import
import

import
import

= public

cn.hutool.http.HttpRequest;
cn.hutool.json.JSONObject;
cn.hutool.json.JSONUtil;
com.test.util.SignUtil;

java.util.HashMap;
java.util.Map;

class PayIn {

public static final String payUrl = "";

//

Gl

public static final String MCH_CODE = "";

//

FAN

public static final String PLAT_PUBLIC_KEY = "";

//

[ElakiN::

private static final String MCH_PRIVATE_KEY = "";

- public static void main(String[] args) {

Map<String, Object> createMap = new HashMap<>();
createMap.put("merchantNo", MCH_CODE);

createMap.put("orderNo", "T" + System.currentTimeMillis());
createMap.put("money", "100");

createMap.put("description", "test");

createMap.put("name", "test");

createMap.put("email", "test@gmail.com");
createMap.put("callbackUrl", "http://google.com/gateway/callback")

createMap.put("phone", "7383442114");
createMap.put("expiredPeriod", '"1440");
createMap.put("redirectUrl", "https://google.com");

String signedStr = SignUtil.getSignStr(createMap, MCH_PRIVATE_KEY)
createMap.put("signature", signedStr);

String postStr = JSONUtil.toJsonStr(createMap);
System.out.println("postJson:" + postStr);

Long start = System.currentTimeMillis();
String response = HttpRequest.post(payUrl)

14



18

46
47
48
49
50

51
//

52 Y));

53
54
55

SignUtil

.header("Content-Type","application/json")
.body(postStr).execute().body();
JSONObject returnObj = JSONUtil.parseObj(response);
Long end = System.currentTimeMillis();
System.out.println("#A(f:" + (end - start));
System.out.println("return:" + returnObj);

System.out.println(SignUtil.verifySign(returnObj, PLAT_PUBLIC_KE

15
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38

39

40

41
42

package com.test.util;

import
import
import
import
import

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

@Log4j2

cn.hu
lombo
org.a
org.a
org.a

javax
javax
javax
javax
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.
java.

tool.json.JSONObject;
k.extern.log4j.Log4j2;
pache.commons.codec.binary.Base64;
pache.commons.io.I0Utils;
pache.commons. lang3.ArrayUtils;

.crypto.BadPaddingException;
.crypto.Cipher;
.crypto.IllegalBlockSizeException;
.crypto.NoSuchPaddingException;
io.ByteArrayQutputStream;
io.UnsupportedEncodingException;
security.InvalidKeyException;
security.KeyFactory;
security.NoSuchAlgorithmException;
security.interfaces.RSAPrivateKey;
security.interfaces.RSAPublicKey;
security.spec.InvalidKeySpecException;
security.spec.PKCS8EncodedKeySpec;
security.spec.X509EncodedKeySpec;
util.ArraylList;

util.Collections;

util.List;

util.Map;

= public class SignUtil {

// RSAEARINZABASI A/

private static final

// MXALMERDSAR L, BRI BAMERRSAR AMEFE

private static final

public static String

y)

int MAX_ENCRYPT_BLOCK = 117;

=

String KEY_ALGORITHM = "RSA";

encryptByPrivateKey(String str, String privateKe

throws InvalidKeySpecException, NoSuchAlgorithmException, NoSuchPaddi
ngException, InvalidKeyException,

- IllegalBlockSizeException, BadPaddingException, UnsupportedEncodingEx
ception {

// b
byte

ase644RiBHI A 5H
[1 keyBytes =

decryptBASE64 (privateKey);

16



43

44
45
46
47
48
49
50
51
52
53

54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76

77
78
79
80
81
82
83
84
85
86

RSAPrivateKey priKey = (RSAPrivateKey) KeyFactory.getInstance(KEY

_ALGORITHM)

.generatePrivate(new PKCS8EncodedKeySpec

keyBytes));

// RSAHNZR
Cipher cipher = Cipher.getInstance(KEY_ALGORITHM);
cipher.init(Cipher.ENCRYPT_MODE, priKey);

byte[] data = str.getBytes("UTF-8");
// MENBI117FTHIRE. PURBED ERNZENERINE
byte[] enBytes = null;
for (int i = @0; i < data.length; i += MAX_ENCRYPT_BLOCK) <{
// EREEANELR, SNSHMINEENASBRENNELS
byte[] doFinal = cipher.doFinal(ArrayUtils.subarray(data, i,

i + MAX_ENCRYPT_BLOCK));

enBytes = ArrayUtils.addAll(enBytes, doFinal);

b
String outStr = encryptBASE64(enBytes);
return outStr;

private static String encryptBASE64(byte[] data) {

return new String(Base64.encodeBase64(data));

private static bytel[] decryptBASE64(String data) {

return Base64.decodeBase64(data);

* Verify signature

* @param params
x @return

public static boolean verifySign(JSONObject params, String publickey)

String platSign = params.getStr("signature"); // sign
log.info("signature:" + platSign);
List<String> paramNamelList = new ArraylList<>();
for (String key : params.keySet()) {
if (!"signature".equals(key)) {
paramNameList.add(key);
}
}

Collections.sort(paramNameList);

17



gg ) StringBuilder stringBuilder = new StringBuilder();
for (int i = @; i < paramNameList.size(); i++) {

89 String name = paramNameList.get(i);
90 . .
01 stringBuilder.append(params.getStr(name));
92 }
93 log.info("keys:" + stringBuilder);
4 =
? String decryptSign = "";
95
try {
96 = decryptSign = publicDecrypt(platSign, getPublicKey(publickey)
97 );
08 } catch (Exception e) {
99 System.out.println(e.toString());
100 }
101 = log.info("decryptSign:" + decryptSign);
102 . . . . .
103 if (!stringBuilder.toString().equalsIgnoreCase(decryptSign)) {
return false;
104 }
105 return true;
106 } !
107 =
108 public static String getSign(Map<String, String> createMap, String MC
109 - H_PRIVATE_KEY){
110 List<String> paramNamelList = new ArraylList<>();
111 for (String key : createMap.keySet()) {
paramNameList.add(key);
112
113 }
114 - Collections.sort(paramNameList); // HiFkey
115 StringBuilder stringBuilder = new StringBuilder();
116 for (int i = @; i < paramNameList.size(); i++) {
117 String key = paramNamelList.get(i);
118 stringBuilder.append(createMap.get(key)); // iE=%
¥
119
10 String keyStr = stringBuilder.toString(); // BRIFINBHFRE
191 = log.info("keyStr:" + keyStr);
String signedStr = "";
122
try {
signedStr = privateEncrypt(keyStr, getPrivateKey(MCH_PRIVATE_
123 = P
124 KEY)); // ®iBINE
125 } catch (Exception e) {
196 , log.error(e);
127 .
return signedStr;
128 }
129 =
130 public static String getSignStr(Map<String, Object> createMap, String

MCH_PRIVATE_KEY){

18



1

133
134
135
136
137
138
139
140
141
142
143
144

145
146
147
148
149
150
151
152
153
154
155
156
157
158
159

160 =

161
162
163

164 =

165

166
167
168
169
170
171
172
173

KEY));

List<String> paramNamelList = new ArraylList<>();
for (String key : createMap.keySet()) {
paramNameList.add(key);
¥
Collections.sort(paramNameList); // HiFkey
StringBuilder stringBuilder = new StringBuilder();
for (int i = @0; i < paramNameList.size(); i++) {
String key = paramNamelList.get(i);
stringBuilder.append(createMap.get(key)); // iE=%
¥
String keyStr = stringBuilder.toString(); // BRIFINBHFRE
log.info("keyStr:" + keyStr);
String signedStr = "";
try {
signedStr = privateEncrypt(keyStr, getPrivateKey(MCH_PRIVATE_
// FERINE
} catch (Exception e) {
log.error(e);
b

return signedStr;

private key encryption

@param data
@param privateKey
@return

public static String privateEncrypt(String data, RSAPrivateKey privat

eKey) {

try {
Cipher cipher = Cipher.getInstance("RSA");
cipher.init(Cipher.ENCRYPT_MODE, privateKey);
return Base64.encodeBase64String(rsaSplitCodec(cipher, Cipher

.ENCRYPT_MODE, data.getBytes("UTF-8"), privateKey.getModulus().bitLength(

)));

} catch (Exception e) {
throw new RuntimeException("Exception encountered while encry

pting string [" + data + "]1", e);

}

/*x

}

* public key decryption

ES

* @param data

19



%;g * @param publicKey

176 I/@return
177 =
178 = public static String publicDecrypt(String data, RSAPublicKey publicKe
179 V)1
180 try {
181 Cipher cipher = Cipher.getInstance("RSA");
cipher.init(Cipher.DECRYPT_MODE, publicKey);
182 = return new String(rsaSplitCodec(cipher, Cipher.DECRYPT_MODE,
183 Base64.decodeBase64(data), publicKey.getModulus().bitLength()), "UTF-8");
} catch (Exception e) {
184 throw new RuntimeException("An exception was encountered whil
185 °© decrypting the string[" + data + "I", e);
186 !
187 = }
188 .
189 * get private key
190
91 *
192 * @param privateKey key string (base64 encoded)
* @throws Exception
193 =
*/
194 public static RSAPrivateKey getPrivateKey(String privateKey) throws N
oSuchAlgorithmException, InvalidKeySpecException {
195 //Get the private key object through the PKCS#8 encoded Key instr
196 uction
KeyFactory keyFactory = KeyFactory.getInstance("RSA");
197 PKCS8EncodedKeySpec pkcs8KeySpec = new PKCS8EncodedKeySpec(Base64
.decodeBaseb4(privateKey));
198 RSAPrivateKey key = (RSAPrivateKey) keyFactory.generatePrivate(pk
199 cs8KeySpec) ;
00 return key;
201 - }
s
504 * get the public key
205 *
506 * @param publicKey key string (base64 encoded)
* @throws Exception
207 =
*/
-08 public static RSAPublicKey getPublicKey(String publicKey) throws NoSu
chAlgorithmException, InvalidKeySpecException {
209 . //Get the public key object through the X509 encoded Key instruct
210 "
KeyFactory keyFactory = KeyFactory.getInstance("RSA");
211 X509EncodedKeySpec x509KeySpec = new X509EncodedKeySpec(Base64.de

codeBase64 (publicKey));

20



212
213
214
215 = }
216
217 =
218
219 =
220
221
222
223
224
225
226 ~
227 =
228 =
229
230 ~
231

datas,

232
233
234
235
236
237 =
238

ffSet);

239
240
241
242
243
244
245
246

PHP

ZRmHl

eySpec);

RSAPublicKey key = (RSAPublicKey) keyFactory.generatePublic(x509K

return key;

private static byte[] rsaSplitCodec(Cipher cipher, int opmode, bytel]

int keySize) {
int maxBlock = 0;
if (opmode == Cipher.DECRYPT_MODE) {
maxBlock = keySize / 8;
} else {
maxBlock = keySize / 8 - 11;
s
ByteArrayOutputStream out = new ByteArrayOutputStream();
int offSet = 0;
bytel] buff;
int i = 0;
try {
while (datas.length > offSet) {
if (datas.length - offSet > maxBlock) {
buff = cipher.doFinal(datas, offSet, maxBlock);
} else {
buff = cipher.doFinal(datas, offSet, datas.length - o

¥
out.write(buff, @, buff.length);
i++;
offSet = i * maxBlock;
b
} catch (Exception e) {
throw new RuntimeException("An exception occurred when encryp

ting and decrypting data whose threshold is [" + maxBlock + "]", e);

}
byte[] resultDatas = out.toByteArray();

I0Utils.closeQuietly(out);
return resultDatas;
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<?php
// FERHH, MNEZRBEEFIREL

// platform public key, from Secret key config

$platPublicKey = '';
// BFA, BFRFECERK
// mchchant private key
$mchPrivateKey = '';
// BFID, MBEIF{EEH3IREX
// merchent ID from vntask, from User info
$merchantNo = 'YOUR_MERCHANT_CODE_HERE';
// X{FEEL pay money
$money = '100';

// BPITRES

// Merchant system unique order number
$orderNo = 'T'.date("YmdHis",time());
// R

// The virtual account description
$description = 'Test Pay';

// HBFE

// Customer's email address
$email = 'test@gmail.com';
// FNSB

// Customer's mobile number

$phone = '082112345678"';

// TENFREIATIE &R IR 5

// Display name on bank confirmation display
$name = 'Neo’';

// [ElAhiE

// url for callback

$callbackUrl = 'http://example.com/callback';
// EEMmEMLE

// url for redirect

$redirectUrl = 'http://example.com/redirect’';
// ITEETHARTE] Order expiration time

// JEE

$expiredPeriod = '4320';

= $params = array/(

'merchantNo' => $merchantNo,
'money' => $money,

'orderNo' => $orderNo,
'description' => $description,
"'name' => $name,

22



49

48
49
50
51
52
53
54
55 =
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73 =
74
75
76
77
78
79
80
81
82
83
84 =
85
86
87
88
89
90
91
92
93

'email' => $email,

"phone' => $phone,

'callbackUrl' => $callbackUrl,

'redirectUrl' => $redirectUrl,

'expiredPeriod' => $expiredPeriod
);

ksort($params);

$params_str = '';

foreach ($params as $key => $val) {
$params_str = $params_str . $val;

}

$sign = pivate_key_encrypt($params_str, $mchPrivateKey);
$params['signature'] = $sign;

$params_string = json_encode($params);
/| BB P IREN L
$url = '"https://xxx/gateway/IN/payin';
$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_CUSTOMREQUEST, "POST");
curl_setopt($ch, CURLOPT_POSTFIELDS, $params_string);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);
curl_setopt($ch, CURLOPT_HTTPHEADER, array(

'Content-Type: application/json',

'Content-Length: ' . strlen($params_string))

);

curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, FALSE);

//execute post
$request = curl_exec($ch);
$httpCode = curl_getinfo($ch, CURLINFO_HTTP_CODE);

if($httpCode == 200)
{
$result = json_decode($request, true);
echo "responseCode :". $result['responseCode'] . "\n";

echo "responseMessage :". $result['responseMessage'] . "\n";

echo "platOrderNo :". $result['platOrderNo'] . "\n";
echo "orderNo :". $result['orderNo'] . "\n";

echo "url :". $result['url']l . "\n";

echo "money :". $result['money'] . "\n";

echo "fee :". $result['fee'] . "\n";

echo "description :". $result['description'] . '"\n";
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$pi_key = openssl_pkey_get_private($pivate_key);

$crypto = '';

foreach (str_split($data, 117) as $chunk) {
openssl_private_encrypt($chunk, $encryptData, $pi_key);

$crypto .= $encryptData;

return base64_encode($crypto);

"signature :". $result['signature'] . "\n";
ryptStr = public_key_decrypt($result['signature'], $platPublicKey);
"decryptStr :". $decryptStr . "\n";
$httpCode;
on pivate_key_encrypt($data, $pivate_key)
$pivate_key = '——— BEGIN PRIVATE KEY-————- "."\n".$pivate_key."\n"
—END PRIVATE KEY———— '3

nction public_key_decrypt($data, $public_key)
$public_key = '———— BEGIN PUBLIC KEY————— "."\n".$public_key."\n".
END PUBLIC KEY———— "3
$data = baseb64_decode($data);
$pu_key = openssl_pkey_get_public($public_key);
$crypto = '';
foreach (str_split($data, 128) as $chunk) {
openss1_public_decrypt($chunk, $decryptData, $pu_key);
$crypto .= $decryptData;
s
return $crypto;
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import requests
import json
import time

from M2Crypto import RSA
from M2Crypto import BIO
import base64

def

def

def

def

load_pub_key_string(string):
bio = BIO.MemoryBuffer(string)
return RSA.load_pub_key bio(bio)

block_data(texts, block_size):
for i in range(@, len(texts), block_size):
yield texts[i:i + block_sizel

encrypt(texts, pri_key):
ciphertext = b""
block_size = 117

for text in block_data(texts.encode('utf-8'), block_size):
current_text = pri_key.private_encrypt(text, RSA.pkcsl_padding)
ciphertext += current_text

data = baseb64.b64encode(ciphertext).decode("utf-8")
return data

decrypt(texts, pub_key):
plaintext = b""
block_size = 117

for text in block_data(texts.decode("base64"), block_size):
current_text = pub_key.public_decrypt(text, RSA.pkcsl_padding)

plaintext += current_text

return plaintext

# BFID
MCH_CODE = 'xxx'
# FANH
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PLAT_PUBLIC_KEY = 'xxx
# BFTLAH
MCH_PRIVATE_KEY = 'xxx'

payUrl ' XXX

params = {}

params['merchantNo'] = MCH_CODE
params['orderNo'] = 'T'+str(time.time_ns())
params['money'] = '10000'
params|['description'] = 'test’
params['name'] = 'tt'

params['email'] = 'test@gmail.com'
params['callbackUrl'] = 'https://google.com’
params['phone'] = '082100138001"
params['expiredPeriod'] = '4320'
params['redirectUrl'] = 'https://google.com'

keyStr = '!

# R¥Basciifd /i
sorted_key_list = sorted(params)
print(sorted_key_list)

for key in sorted_key_list:
keyStr += str(params[key])

# MEBRIFRTH
print('fn%Zai: ' + keyStr)

PUBLIC_KEY = "————- BEGIN PUBLIC KEY-———- \n" + PLAT_PUBLIC_KEY + "\n-—-——-— EN
D PUBLIC KEY————- "
PRIVATE_KEY = "———— BEGIN RSA PRIVATE KEY—-———- \n" + MCH_PRIVATE_KEY + "\n-

————END RSA PRIVATE KEY————- "

pri_key
pub_key

RSA. load_key_string(PRIVATE_KEY.strip('\n"').encode('utf-8'))
load_pub_key_string(PUBLIC_KEY.strip('\n').encode('utf-8'))

ciphertext = encrypt(keyStr, pri_key)
print('M%EE: ' + str(ciphertext))

params['signature'] = str(ciphertext)

response = requests.post(payUrl, json.dumps(params))
# ERAB

print('iEXk3%: ' + response.request.body)

# MMRAE

print('MRAZR: ' + response.text)
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package main

import (
"encoding/base64"
"encoding/json"
"github.com/farmerx/gorsa"
"go-demo/utils"
n 1.09”
"sort"

= type PayResp struct {
Code int ‘json:"responseCode"" // iR[Ef{EE, SUCCESS (B%Ih)
Msg string ‘json:"responseMessage"' // SZRIUEE

= func Sign(params map[stringlstring, privateKeypem string) string {
/] NERSERBFEINFHTHIFHAS
keys := make([]lstring, @, len(params))
- for k := range params {
keys = append(keys, k)
b
sort.Strings(keys)

var signature string =

i:=0
- for _, k := range keys {
- v := params [K]
signature += v
i++
b

log.Println("pay Z&%#E: " + signature)
gorsa.RSA.SetPrivateKey(privateKeypem)

prienctypt, _ := gorsa.RSA.PriKeyENCTYPT([]byte(signature))
signatureAfter := base64.URLEncoding.EncodeToString(prienctypt)
return signatureAfter

= func main() {
mchCode := "xxx"

//platPublicKey := "———— BEGIN PUBLIC KEY———— \nNMIGTMAGGCSqGSIb3DQEBAQ
UAA4GNADCB1QKBgQCSLDoQwCw/HrqK46LMwY ro5ASPZal202PrRtQM87fZnucGtSzqiPo867IU
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44

z36/MqbZ1bkZGDZcaqV1ztBHGqq6Xx+EL1In3tL5anKi7A/M27j1mrejbV021001LmL74pzj fEWK

bn1Z2u/qfY8JyArj2kD1t8gejGxf06tHoFQiIa7QIDAQAB\N————— END PUBLIC KEY-———- "
45 mchPrivateKey :i= "——— BEGIN RSA PRIVATE KEY———— \nxxx\n—————END RSA P
RIVATE KEY————- "
46 =
47 = . .
params := make(map[stringlstring)
48 =
49 params ["merchantNo"] = mchCode
50 = params["orderNo"] = "T" + time.Now().Format("20060102150405")
51 params ["money"] = "100"
5 params["description"] = "test"
53 - params["name"] = "Marcelacatrinckfausto"
54 - params["email"] = "testpay@gmail.com"
55 params["callbackUrl"] = "https://google.com/gateway/callback"
56 params ["phone"] = "082100138001"
57 params ["expiredPeriod"] = "4320"
58 params["redirectUr1"] = "https://google.com"
59 L ., . .
60 params["signature"] = Sign(params, mchPrivateKey)
61 .
62 reqData, _ := json.Marshal(params)
log.Println("pay &EKk##E: " + string(regData))
63 body, err := utils.HttpPost("https://xxxx/gateway/IN/payin", nil, reqD
64 ata)
65 - log.Printin("pay MINZER: " + string(body))
2? if err = nil {
68 log.Println("pay failed", "error", err)
69 }
7
0 resp := &PayResp{}
71 .
72 = err = json.Unmarshal(body, resp)
;2 if err !'= nil {
75 log.Println("pay, Json parse failed", "error", err)
b
76
¥
utils.go
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package main

import (
"encoding/base64"
"encoding/json"
"github.com/farmerx/gorsa"
"go-demo/utils"
n 1.09”
"sort"

= type PayResp struct {
Code int ‘json:"responseCode"" // iR[Ef{EE, SUCCESS (B%Ih)
Msg string ‘json:"responseMessage"' // SZRIUEE

= func Sign(params map[stringlstring, privateKeypem string) string {
/] NERSERBFEINFHTHIFHAS
keys := make([]lstring, @, len(params))
- for k := range params {
keys = append(keys, k)
b
sort.Strings(keys)

var signature string =

i:=0
- for _, k := range keys {
- v := params [K]
signature += v
i++
b

log.Println("pay Z&%#E: " + signature)
gorsa.RSA.SetPrivateKey(privateKeypem)

prienctypt, _ := gorsa.RSA.PriKeyENCTYPT([]byte(signature))
signatureAfter := base64.URLEncoding.EncodeToString(prienctypt)
return signatureAfter

= func main() {
mchCode := "xxx"

//platPublicKey := "———— BEGIN PUBLIC KEY———— \nNMIGTMAGGCSqGSIb3DQEBAQ
UAA4GNADCB1QKBgQCSLDoQwCw/HrqK46LMwY ro5ASPZal202PrRtQM87fZnucGtSzqiPo867IU

30



44

45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62

63
64

65 =

66
67
68
69
70
71
72
73
74
75
76

z36/MqbZ1bkZGDZcaqV1ztBHGqq6Xx+EL1In3tL5anKi7A/M27j1mrejbV021001LmL74pzj fEWK

bn1Z2u/qfY8JyArj2kD1t8gejGxf06tHOFQiIa7QIDAQAB\nN————— END PUBLIC KEY————- !
mchPrivateKey := "——— BEGIN RSA PRIVATE KEY————- \nxxx\n————-— END RSA P
RIVATE KEY————- "
params := make(map[stringlstring)

params ["merchantNo"] = mchCode
params["orderNo"] = "T" + time.Now().Format("20060102150405")

params["money"] = "100"
params["description"] = "test"
params["name"] = "Marcelacatrinckfausto"
params["email"] = "testpay@gmail.com"

params["callbackUrl"] = "https://google.com/gateway/callback"
params ["phone"] = "082100138001"

params ["expiredPeriod"] = "4320"

params["redirectUrl"] = "https://google.com"

params["signature"] = Sign(params, mchPrivateKey)

reqData, _ := json.Marshal(params)

log.Println("pay &EKk##E: " + string(regData))

body, err := utils.HttpPost("https://xxxx/gateway/IN/payin",
ata)

log.Printin("pay MINZER: " + string(body))

if err = nil {
log.Println("pay failed", "error", err)
resp := &PayResp{}

err = json.Unmarshal(body, resp)

if err !'= nil {
log.Println("pay, Json parse failed", "error", err)

nil, reqgD
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